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Combinatorial Testing
Introduction



Should we care about Software (Systems) Testing?



Should we really care about Software (Systems) Testing?



A Large Example for Testing



Example of a Mathematical Structure used in Testing



How is this Knowledge Useful?



Empirical Evidence: Fault Coverage vs. Interactions



Combinatorial Testing (CT)



Combinatorial Testing of a Server Configuration



Combinatorial Testing of a Word-Processing App



Motivation for Combinatorial Testing of Complex Systems

• Economic Impact: Software testing may consume up to 
half of the overall software development cost (“system of 
systems view”)
• Combinatorial explosion: Exhaustive search of input space  

increases time needed exponentially

• Added level of complexity for system testing (modelling real-world 
environments)

• CT can provide minimal tests which provides for ~99% reduction of test 
set sizes  => Reduced testing budget by several orders of magnitude 
=> significantly less costs

• How can we estimate the residual risk that remains after 
testing?  How can we guarantee aspects of test quality 
(e.g. test  coverage, locating faults)?

• In this Talk: Formulate testing problems as combinatorial 
problems  and then use efficient methods to tackle them



Testing of Complex Systems
R&D Examples in System Testing



Testing of an F-16 Lantirn Pod



F-16 Ventral Fin Damage on Flight with LANTIRN



Input Model for Testing of F-16 Ventral Fin



Combinatorial Testing for Aerospace Industry

• Input Model for CT
• 4 Parameters
• Number of values: 2, 7, 9, 9
• Total space (exhaustive testing): 1134 tests

• Combinatorial Testing
• 2-way: 81 tests (=> ~93% reduction)
• 3-way: 567 tests (=> 50% reduction)

• How does this translate in real-life Budget Costs?
• Costs of executing one test:

• A Lockheed engineer costs $ 75 / hour
• 3 engineers  / 1 day (10hours each) => $ 2,250 

• Costs of executing exhaustive test set: $ 2,551,500
• Combinatorial-based testing (NIST study) costs: 

• 2-way: $  182,250 =>  only ~7% of total costs
• 3-way: $ 1,275,750 => only 50% of total costs Excerpt of 2-way test set 

(demo, if time allows)



Virtual Driving Function Testing Problem



AEB Function Testing
Mapping and testing workflow



Virtual Driving Scenarios



Analysis of Potential Crash Scenarios
• We generated 39061 driving scenarios of which 7928 are failing (high percentage of failing test cases)
• In > 46 tests specific 3-way failure patterns appear (from a CT point of view)
• An AVL engineer reviewed these 46 CT generated scenarios and evaluated them visually 

(e.g. ones where EgoVehicleOffset=2, Pedetstrian1StartSpeed={0.56, 0.28}, Pedestrian1OffSet={3,4} appear)



Inspection of Individual Crash Scenario
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From Technology to Practice: CAGen Test Generation Tool 
(Greedy/Parallel/Quantum Computing Algorithms)



Combinatorial Security Testing (CST)
Joint Research Programme MATRIS/US NIST

Proven method: automated testing for security

• Complex web applications

• Next generation protocol testing (IoT: z-wave, zigbee)

• Intelligent and autonomous systems

• Hardware Trojan Horse detection



Large-scale Combinatorial Testing at  Adobe

Combinatorial Testing applied to Large-scale Data Processing at Adobe
• Application of largest combinatorial test sets documented in research

• Test sets combined from theoretical and algorithmic constructions

• New faults found in each subject systems; small number of tests



Large-scale Combinatorial Testing at NASA

Extraction of Input Parameter Models from existing unit tests 
in NASA’s Core Flight System (cFS) software

• Generation of test cases using combinatorial means 
(i.e. t-way testing) and their execution

• Combinatorial coverage of existing tests



Future Outlook
Combinatorial Methods beyond System Testing



Combinatorial Methods beyond System Testing
Pattern identification in other research domains

• Patterns appear in Every Instance of a Complex System

• [recap] Software (Systems) Engineering (Software Systems)
• Software/System Failures => t-way Faults (CT)

• FinTech (Financial Transactions)
• Money Laundering Transactions => Integer Partitions

• Operations Research (Supply Chains)
• Crisis Scenarios in Production Facilities  => Seq. Covering Arrays

• Disaster Management (Natural/Technological Hazards)
• Compound and Cascading Effects in Disasters => Permutation Sequences



Combinatorial Methods for (Anti-) Money Laundering

• Integer partitions (IPs) visualizing splitting of 
amounts (Cryptocurrencies, FIAT) that are 
below of threshold of 1000 (Satoshi or EUR)

• Such patterns comprised of integer partitions 
model money laundering transactions



Combinatorial Generation of (Cyber-) Threat Scenarios 
for the Steel Industry  

Real-world Crisis Scenario in the Steel Industry:
• Production facility faces both physical and 

cyber-threats
• Crisis exercise tests resilience of response plans 

coordinated by Q&A-department
• Combinatorial generation methods can model 

cascading effects in such threat-scenarios that 
can cause response plan to fail 
production stop causes massive financial loss
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New sequence of weather states
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Scenario Generation by Permutation of Weather States



Instantiation of Combinatorial Scenarios for Fire Simulation



Joint work with 
CSIRO, Australia

Simulation: Comparison of two bushfire scenarios



Integration of CT research into Teaching, Outreach and Policy Making

Policy Recommendation Excerpt

Master Theses
Topics available
(TUG/TUW/WU) 



Thank you very much for your 
attention!

Questions / Comments ?

dsimos@sba-research.org
https://matris.sba-

research.org/publications/
(All mentioned works can be 

found above)

mailto:dsimos@sba-research.org
https://matris.sba-research.org/publications/
https://matris.sba-research.org/publications/
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